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A note from the publisher

These practice assessments are designed to complement your revision and to help
prepare you for the external assessment. They do not include all the content and skills
needed for the complete course and have been written to help you practise what you
have learned. They may not be representative of a real assessment.

While the publishers have made every attempt to ensure that advice on the qualification
and its assessment is accurate, the official specification and associated assessment
guidance materials are the only authoritative source of information and should always be
referred to for definitive guidance.

This gualification is reviewed on a regular basis and may be vpdated in the future.
Any such updates that affect the content of this book will be outlined at
www.pearsonfe.co.uk/BTECchanges.

For the full range of Pearson revision titles across KS2,
KS3, GCSE, Functienal Skills, BS/AE Level and BTEC wvisift: |

www.pearsonschools.co.uk/revise

@ Pearson
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Intro

This book has been designed to help you to practise the skills you may need for the external
assessment of BTEC Tech Award Digital Information Technology, Component 3: Effective Digital
Working Practices.

About the practice assessments

The book contains four practice assessments for the component. Unlike your actual assessment, the
questions have targeted hints, gquidance and support in the margin to help you understand how to
tackle them.

links to relevant pages in the Pearson Revise BTEC Tech Award Digital
Information Technology Revision Guide so you can revise the essential
content. This will also help you to understand how the essential content
is applied to different contexts when assessed.

m to get you started and remind you of the skills or knowledge you need to apply.

@ 1355t to help you on how to approach a question, such as making a brief plan.
2

LEARN IT! | to provide content that you need to learn such as a definition or policy.

w to help you avoid common pitfalls.

O 1%4ad)  to remind you of content related to the question to aid your revision on that topic.

(m for use with the final practice assessment to help you become familiar with answering in a
given time and ways to think about allocating time for different task activities.

There is space for you to write your answers to the questions within this book. However, if you require
more space to complete your answers, you may want to use separate paper.

There is also an answer section at the back of the book, so you can check your answers for each
practice assessment.

Check the Pearson website

For overarching guidance on the official assessment outcomes and key terms used in your assessment,
please refer to the specification on the Pearson website. For this component, check whether the
assessment is completed on a computer.

The practice questions, support and answers in this book are provided to help you to revise the
essential content in the specification, along with ways of applying your skills. Details of your actual
assessment may change, so always make sure you are up to date on its format and requirements
by asking your tutor or checking the Pearson website for the most up-to-date Sample Assessment
Material, Mark Schemes and any past papers.

Bsfe
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Practice assessment 1

Practice assessment 2

Practice assessment 3

Practice assessment 4

Bnswers

A small bit of small print

17

33

48

63

Fearson publishes Sample Assessment Material and the specification on its website. This is the
official content and this book should be used in conjunction with it. The questions have been

written to help you test your knowledge and skills. Remember: the real assessment may not
look like this.
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Practice assessment

Practice assessment 1 il Revision Guide

Answer ALL questions.
Write your answers in the spaces provided.
1 Acinema sells tickets on its website. Give, state or name
questions expect you to
(@) The website has recently been a victim of a malware attack. recall one or more pieces

. .. of information.
Give two reasons why digital systems are attacked.

—_—

When asked to give two

reasons, write a short

2 statement for each. You
............................................................................................................................ don°t need to IHC[Ude a |ot

of detail.

Explain questions require
(b) The cinema has installed anti-virus software to protect against loss you to support your point

of data from a further malware attack. with a linked reason.

Explain one other benefit of using anti-virus software.

When you explain a benefit,
give a reason why or how
something will improve a
situation. For example, a
spam filter directs emails
containing spam into a
separate folder, reducing

the time spent reading

unwanted messages.

[ Watch outl

In 1(b) you are given some
information and then
asked to provide one
other piece of information.
Make sure you give
different information to
what’s in the question.

[ Watch outt

Anti-virus software is
often provided as part of
a larger suite of security
software. Make sure you
do not confuse it with
other types of security
software such as firewalls
J or anti-spam protection.




Practice assessment

v v verm ovans.
Tigial Infarmation

. Revision Guide
e pages 27 and
o 34

G

ldentify questions may ask
you to select the correct
information from a list or
source.

If you are not sure which
two items are correct, you
could start by identifying
which items you know

are not correct. This will
reduce the number of
items from which to select
your answer.

In 1(d), you need to give
one feature of a strong
password and explain how
this feature will make the
system more secure.

[t will help you to think
why this password is weak
and what the features of

a strong password are.
Adding any one of these
features will make the
password stronger.

Copyrighted Material

(c) The cinema secures its digital systems by restricting access to its
offices.

Identify two methods that will restrict physical access to
unauthorised users.

Tick the boxes.
D Disable autocompletion during data entry

(d) Suchitra has been employed by the cinema to update the website.
She is asked to create a password on the system. She chooses
‘'secret’.

Explain how she could make the password stronger.
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Practice assessment

(e) The cinema regularly requires staff to change their passwords.

Explain two benefits to the cinema of staff regularly changing their
passwords.

........................................................................................................................... When you explain \ell need
to give clear details and
........................................................................................................................... a reason for each benefit
you select. For example,
......................................................................................................................... . if your answer is that the
data will be more secure,
e you need to give a reason
why the benefit will help
the cinema.

......................................................................................................................... . YOU are a5k6d fOI" tWO

benefits. Do not give more

than two as you will not

) get any more marks.
Total for Question 1 = 12 marks

Make sure you read the
qguestion carefully. The
benefits must be for the
cinema. You will not get
marks for writing about
benefits to the customer.

[ Watch outt

The question asks for
benefits. Don't give
drawbacks!

According to a survey

in 2018, most people

do not change their
passwords unless
prompted. Most also

use the same password
on more than one
account. Commonly

used passwords include
123456 and ‘password’!




Practice assessment

-w--v—-wm |

lgﬂﬁggﬂ Revision Guide

@ page 46

When answering this give
question, you only need to
recall two data protection
principles. You do not
need to go into any detail
or give more than two
responses.

[ Watchoutt

There are six data
protection principles

but only some of them
apply to the collection of
personal data. Make sure
you do not give principles
that apply to data
storage or processing.

Health-care and biometric
data are unique to each
individual and can be used
to identify them.

[n this explain question,
you need to identify an
appropriate course of
action and then explain it
giving a reason how or why
it would have the intended
effect.

[ Watchoutt

In 2(b), your explanation
must relate to the course
of action you have stated.
For example, if the action
is ‘Delete the file’, your
explanation must explain
how deleting it will protect
the system from harm.

Copyrighted Material

/

2 Anonline clothing retailer collects personal data when customers
purchase products from its website.

(@) The retailer needs to comply with data protection principles when
collecting data.

Give two data protection principles that apply to the collection
of data.

(b) An employee receives an email with an attachment from an
unknown sender.

Explain what the employee should do to reduce the threat of a
malware attack on the retailer’s digital systems.
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Practice assessment

(c) The website uses features to aid accessibility.

Annotate the web page to explain how two different features of the
website help to aid accessibility.

Your annotation should include the identification of each feature
and an explanation to show how the feature can be used to aid
accessibility. An example has been provided.

Annotate questions
require you to label a
diagram and provide
an explanation for each
feature you identify, as
shown in the example

/ \ given.
What to Wear - ethical fashion for everyone!

Selling responsibly sourced clothing since 2009 m

' i To annotate you need

1 || to select a feature on

. the web page that will
aid accessibility, then
explain how it will do this,
for example what the
feature does and how it
might benefit. Draw an
arrow pointing from your
explanation towards the
feature.

Make sure you only add
two annotations to the
diagram. Do not repeat
the example in the

/ question.

Adjustable font size.

Enables users with visual
impairments to read text

more easily.

Some parts of this

web page will not aid
accessibility, so make sure
you know about the main
accessibility features of
web pages.
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Practice assessment

(d) Staff using the retailer’s digital systems must follow its acceptable
software policy.

Explain two benefits to the retailer of having an acceptable software
policy.

Make a list of possible
benefits of having an | e
acceptable software
Policy. TheN Think OF | et e e e e e
reasons why some of them
will benefit the retailer.

For example, the retailer
could include video games 2
in a list of unauthorised
software which may
help workers to be less
distracted at work.

[ Watch outt

An acceptable software
policy is not the same as Total for Question 2 = 12 marks
an acceptable use policy.
Make sure you are clear
about the differences as
each will have different
benefits.

[ Watch outt

Remember to focus on
benefits to the retailer.
The guestion is not
asking you to discuss
drawbacks or the impact
on customers.
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/

3 A company designs and makes greetings cards which it sells through its
high-street shops.

(@) The company stores its data in files on its digital systems at head
office. The data in each file is encrypted.

Explain one way that data encryption increases the security of data
stored in files.

Practice assessment

Start by identifying a
feature of data encryption.
Then explain how this
feature will help the
business keep data secure.

You need to show that
you understand what
‘encryption’ means by
using another word with
the same meaning. You do
not need to explain how
encryption works.

[ Watchoutt

The question is about
data that is saved on a
network storage device.
Avoid writing about how
encryption helps data
being transmitted.

LEARN IT! |

Stolen data is only of

use if the hacker can
understand and exploit
the information it contains.
Encrypting a file makes

it harder to read its
contents. It does not, of
itself, make it harder to
steal the file.



Practice assessment

v we vecs awan |
Tigial Infarmation

il Revision Guide

Collaborative working is
when two or more people
work together to produce
something.

You should identify how
collaborative working

can be supported, then
give a reason why cloud
computing will help achieve
this.

LEAERN T

One type of cloud
computing solution
involves local devices
each running downloaded
software to edit files, with
an online server storing
the files so that multiple
users can open them.,

Copyrighted Material

(b) The company uses cloud computing technologies to allow staff to
work together on designing its greetings cards.

Explain two ways that cloud computing can support collaborative
working.
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(c) The company’s data security manager wants to improve the
computer system’s security from the threat of attack. She has
employed an ethical hacker to carry out a penetration test.

Explain two benefits to the business of using penetration testing.

Practice assessment

First, identify two specific
ways that penetration
testing can help the
business, then for each
give a reason how or why
it would do this.

[ Watch outt

The guestion does not
ask for drawbacks to the
business.

LEARN T |

A penetration test is
designed to test the
strength of a digital
system’s defences in a
controlled and safe way.



Practice assessment

Discuss guestions expect
you to identify an issue,
situation or problem

that is referred to in the
qguestion, and then explore
all aspects of it.

To discuss you need to
use your knowledge of
what a disaster recovery
policy should include and
then consider a range of
different changes that

the company could make.
Remember to give reasons
for the changes and refer

to aspects you have learned

about in this component.

Make a list of the main
features of a disaster
recovery policy. Assess
the policy in the question

against your list. Are there

any aspects not covered?
Decide how the policy
could be improved. Explain
how this will improve the
company’s response to
any disaster

Briefly plan an answer
reviewing the policy and
suggesting improvements.
For example:

* \Weaknesses of the

current policy statements.

* Items missing from the
policy that should be
included.

* How these changes

could improve the policy

and help the business
recover.

10
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(d) The company has a disaster recovery policy containing the following
sections:

« Names of staff responsible for helping the organisation to recover.
« A definition of what types of data should be backed up.
« What should happen on the first day following a disaster.

Discuss the changes the company could make to improve this
policy.

~
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Total for Question 3 = 16 marks

Practice assessment

LEARN IT! |

A disaster recovery policy
sets out the steps that
should be taken by the
organisation to recover its
systems and data if they
are damaged by accidental
or deliberate action.

Disasters can result from
natural causes such as

fire or flood, or from
deliberate actions such as
terrorism or cyberattacks.
Studies have shown that
organisations often fail to
survive if they are unable
to recover from a disaster

11
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Practice assessment

/

v we vecs awan |

Revision Guide 4 Afood and grocery retailer has stores located around the country. It
:;"g,,‘;s’f pages 39 and also has a website where customers can view details of products and
= EN ) purchase them online.

o

(@) The website places a cookie on the computer of each visitor who
w gives permission for it to do so.

Make sure you explain a Explain one benefit to the retailer of using cookies.
benefit to the retailer. The
qguestion does not ask for
drawbacks or the impact
on website users.

The retailer is a business.
This means it will want to
have as many customers
as possible spending
money on its products.

LEARN IT! |

First-party cookies

are placed on a user’s
computer by the website.
They include session
cookies which are deleted
when the user closes
their browser. Third-party
cookies are placed there
by other organisations,
such as those which
manage the placing of
adverts onto the web
page. Advertisers are
likely to pay more if they
know that their advert will
be seen by users with an
interest in their products.

12
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Practice assessment

(b) The website asks visitors to enable it to know their location when
they are viewing the website.

Describe how the retailer could use location-based information to
provide tailored services to its website customers.

Describe guestions ask
............................................................................................................................... you to give an account

of something. You are not
............................................................................................................................... expected to give a reason
although the points you
make might be linked.

............................................................................................................................... AN T

Location-based services
are ones that differ
depending on where the
user is located.

Your description could
summarise three ways that
the content of the website
could differ depending

on where the customer is
located.

[ Watch out!

The question does not
ask for an explanation of
how a device decides
where a user is.

Location-based services
only work if the user
gives permission for their
device to track their
location and share this
with organisations that
request it. Should users
be concerned about the
privacy issues involved
with giving their location
to other people and
businesses?

13



Practice assessment

Digital
Technalogy . . .
K Revision Guide

A discussion should
include well developed
points that link together.
For example, you should
make a link between how
customers might respond
and how this impacts on
the business.

Plan your answer by
thinking about the
potential impacts and
then how the organisation
might be affected by
each. This could include
the impact on:

* customers
* business operations

* meeting legal
requirements.

LEARN IT! |

The impact on the retailer
will include how many
customers it has and the
revenue it earns from
selling products to them.

14
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\

(c) The retailer recently suffered a security breach. Some customer data
including usernames and passwords was stolen.

Discuss the impact of a security breach on the business.

J
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(d) The retailer is considering the following measures to minimise
threats to its data.

« Option 1: Locking all doors into rooms containing computer
devices.

« Option 2: Facial recognition software to unlock all computer
devices.

+ Option 3: Two-factor authentication using individual user’s
smartphone.

Evaluate the impact of each method on digital security. Which
method would have the greatest impact?

Practice assessment

v wrec vers vaes

el Revision Guide

@ pages 27 and
G 25

o—

Evaluate questions

require you to review
information, by considering
the evidence — including
strengths, weaknesses
and alternative approaches
— and then to reach a
supported judgement of a
particular aspect in a given
context.

To evaluate, you need
to consider the benefits
and drawbacks of each
method, then make a
judgement as to which
method will improve
security the most.

Make sure you give
reasons for all your points.
For example, why does
Option 1 have drawbacks?
Why have you chosen one
method as being more
secure than the others?

Remember to give your
answer in the context of
the guestion. For example,
discuss how locking doors
could make it harder for a
visitor to head office to
gain access to a computer
even if they knew a
worker’s username and
password.

15



Practice assessment

Briefly plan your answer
by making a list of pros
and cons for each option.
Then recommend the
method you think would
be the most suitable

(‘In conclusion, the best
method to use would
be... becauvse...’).

[ Watch outt

Make sure you only
discuss Options 1-3 in the
qguestion. You will not gain
any marks for discussing
another option.

16
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-

Conclusion

Total for Question 4 = 20 marks

TOTAL FOR ASSESSMENT = 60 MARKS

J
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1

Practice assessment 2

Answer ALL questions.
Write your answers in the spaces provided.

Jack is a journalist for an online newspaper.
He works from home and in the newspaper’s office.
Jack’s laptop has been attacked by malware.

(@) Name two types of malware.

(b) Jack knows that phone calls are used to send phishing messages.

State two other methods used to send phishing messages.

Practice assessment

Give, state or name

questions expect you to
recall one or more pieces
of information.

When answering this name
question, you only need
to recall two types of
malware. You do not need
to go into any detail.
Remember only to give
the required number of
responses.

When answering this state
qguestion, you need to
recall two other methods
that can be vsed to send
phishing messages. Phone
calls are mentioned in the
scenario, 50 your response
should not repeat this as a
method.

LEARN IT!

Make sure you know

the difference between
phishing and pharming.
Pharming uses fake
websites rather than fake
messages to trick the vser
into giving out information.

In 2017, over £4.6 billion
was stolen from British
internet users. Much

of this was the result

of successful phishing
attempts.

17



Practice assessment

ooss Revision Guide
1 pages 17 and
4 24

Explain questions require
you to support your point
with a linked reason.

In this explain question,
you need to identify one
accessibility feature that
could make the information
on screen more readable,
then show how this will
help Jack. Use linking
phrases such as ... which
means that...” or ... this
results in...".

[ Watch outt

In 1(c), make sure the
feature will help Jack

to read information. Do
not discuss accessibility
features that may help
users with other needs.

Describe guestions ask
you to give an account
of something. You do not
need to give a reason,
although the points you
make might be linked.

In this describe question,
you need to decide on

one action that Jack could
take and then show how
this could protect the
information visible on screen.

[ Watchoutt

Make sure that the action
you suggest will protect
Jack’s information from
shoulder surfing and not
from another form of data
theft such as ransomware.

18
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(c) Jack has a visual impairment. He uses accessibility features to help
him read information.

Explain one accessibility feature Jack can use.

(d) The newspaper requires all staff to protect themselves from
shoulder surfing when working in a public place.

Describe one way that Jack could protect the newspaper’s data
from a shoulder surfer.




Copyrighted Material

(e) The newspaper is concerned about the impact of technology on the
well-being of its staff.

Explain two impacts of technology on an individual’s well-being.

Total for Question 1 = 12 marks

\

Practice assessment

| Revision Guide
" pages 20 and

In this explain gquestion,
you need to recall two
impacts that technology
can have on a user’s well-

being, then show how the
technology can cause this
impact.

‘Well-being” means a
person’s emotional state;
their mental or emotional
health. However, you could
also discuss the impact

on their physical well-
being such as the possible
impact on levels of fitness.

Impacts can be either
positive or negative. For
example, technology can
lead to social interaction
or it can be a cause of
social isolation.

[ Watch out!

Make sure your answer
explains two different
impacts on an individual's
well-being. The question
does not ask you about
the impact on the
organisation they work for.

19



Practice assessment

¢ Revision Guide
pages 32, 40
and 41

Identify questions may
ask you to recall a specific
piece of information.

For this identify question,
you need only name the
two types of ethical
hacker. You do not need to
go into any detail.

To answer this explain
question, you need to give
an impact of the change
on the environment, then
say how or why it will have
this effect.

In 2(b), this policy will
mean that the hospital
buys new computers more
often. It will also mean
that its computers are

up to date. How will this
affect the environment?

20
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[

2 A hospital stores confidential patient records. It has safeguards in place
to protect this data.

(@) The hospital uses ethical hackers to help protect its systems.

Identify two types of ethical hacker.

(b) The hospital currently replaces its computers every five years.
It is considering replacing its computers every three years.

Explain one impact that this change may have on the environment.






